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Abstract

Large language models (LLMs) learn statistical associations from
massive training corpora and user interactions, and deployed sys-
tems can surface or infer information about individuals. Yet people
lack practical ways to inspect what a model associates with their
name. We report interim findings from an ongoing study and in-
troduce LMP2, a browser-based self-audit tool. In two user studies
(Ntota1=458), GPT-40 predicts 11 of 50 features for everyday people
with >60% accuracy, and participants report wanting control over
LLM-generated associations despite not considering all outputs
privacy violations. To validate our probing method, we evaluate
eight LLMs on public figures and non-existent names, observing
clear separation between stable name-conditioned associations and
model defaults. Our findings also contribute to exposing a broader
generative Al evaluation crisis: when outputs are probabilistic,
context-dependent, and user-mediated through elicitation, what
model-individual associations even include is under-specified and
operationalisation relies on crafting probes and metrics that are
hard to validate or compare. To move towards reliable, actionable
human-centred LLM privacy audits, we identify nine frictions that
emerged in our study and offer recommendations for future work
and the design of human-centred LLM privacy audits.
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1 Introduction
Large language models (LLMs) increasingly inform decisions in

high-stakes domains and appear in everyday assistants for health, fi-
nance, and counselling tasks [27, 34, 37, 62, 64]. They are trained on
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massive, web-scraped corpora and shaped through user interactions
that include sensitive information about individuals [32, 42, 48].
Aggregated across domains, these data enable increasingly fine-
grained indirect identification and profiling, turning LLM-based
applications into systems that scale opaque personalisation and
inferences about individuals. In doing so, they (a) violate contextual
integrity [41] by repurposing data beyond the context in which
it was shared [2, 16], (b) create individual-level harms via misin-
ference [11, 55, 64], exposure [25, 40], discrimination [22, 28], and
targeted persuasion [1, 31, 63] and (c) produce societal harms by
concentrating informational power [10, 30] while making account-
ability attribution opaque [9], normalizing surveillance [50, 60], and
weakening autonomy and democratic agency [58]. One direction
to more transparency about these practices are self-audits. Organi-
sational privacy audits review data practices, but they do not tell
individuals what an LLM associates with their name or broader
identity signals, such as language use or inferred demographic at-
tributes (e.g., location, education, age) [12, 46, 55]. We therefore
focus on human-centred self-audits that make these associations
observable and contestable. In line with calls for human-centred
evaluation [36], end-users and other impacted stakeholders should
be able to assess model behaviour to adapt their interactions, pro-
vide feedback, and challenge harmful outputs.

In this HCI context, we define privacy self-auditing as a user-
facing practice that lets individuals inspect what a system asso-
ciates with their name (or their broader identity), interpret those
associations, and decide on actions such as correcting or erasing
them. Such a procedure presumes inspectable records. However,
(1) LLM outputs are stochastic and sensitive to elicitation choices,
(2) black-box APIs hide internals, and (3) prompt responses are
weak evidence of system behaviour [20, 23, 29, 39, 51]. Commercial
conversational agents offer application-level memory controls, but
these govern explicit “memories” and do not reveal model-level
name-conditioned or otherwise inferred associations. Users can-
not inspect or control these associations, and they may influence
downstream applications built on the model. They may involve
sensitive traits (e.g., religion, sexual orientation, political affiliation,
or health) that can be benign or affirming for one person and risky
or unwanted for another, depending on the social, cultural, or legal
context. Our focus is on probing such associations and presenting
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Figure 1: Walk-through of the LMP2 interface for privacy self-audits of LLMs: Participants use the tool in four stages: (1)
enter their full name and agree to terms, (2) select human features from a categorised list, (3) view Results Cards with model
predictions and confidence scores, and (4) provide feedback on correctness, privacy concerns, and emotional reactions.

signals that users can interpret. We report interim findings and
argue why human-centred LLM privacy audits remain challeng-
ing despite growing technical work on memorisation [8, 25] and
inference [55].

Our goal is twofold: (1) report findings about name-conditioned
information on individuals in LLMs, and (2) articulate the method-
ological, legal, and UX challenges that make privacy self-auditing
difficult in practice. We introduce LMP2 (Language Model Privacy
Probe)!, a self-audit tool that adapts canary probing to black-box
APIs and presents user-facing association strength and confidence
signals (Figure 1). This complements work on user-driven and ex-
ternal auditing, as well as audit tools that support these approaches
by presenting clear, actionable evidence [13-15, 22, 33, 38, 43].

2 Audit Method and Tool (LMP2)

We operationalise self-auditing as a user-initiated audit in which
name-conditioned associations are probed across prompt variants
to surface stable signals about a property value, e.g., a person’s resi-
dence. Building on WikiMem [56], we use canaries—short probe sen-
tences that assert a subject—property-value triple (h, p,v), where h
is the name, p the property, and v the value—and select 50 human
properties from WikiMem’s 243 Wikidata properties (including
date of birth, occupation, and phone number). This subset reflects
features with broad user relevance, coverage across categories (e.g.,
core identity, personal and professional life), and expressibility
in one to three words. For each property we use up to five low-
ambiguity paraphrases of the canaries. Because black-box APIs
only expose probabilities over model-generated completions, we
reformulate the probes as a fragmented sentence recovery task (Fig-
ure 2). We truncate user-provided ground truths to two-character
prefixes, generate 20 random counterfactual prefixes, and instruct
the model to output only the corrected last word(s).

We aggregate across paraphrases and counterfactuals to produce
two user-facing metrics. Association strength combines how often
a value is produced with its average probability (or vote weight

!https://anonymous.4open.science/r/human- centered-llm-privacy-audit-E05D

NLL Calibration

restdence s .- 013

lives in

Ground-Truth ﬂ»"“""y Potter’s  System

. Generic Subject
Truncation residence is Ho Prompt )

based in
“This residenceis - :

===
—
_—
e—
—
1.21
residence is 623
lives in 722
===
—
—
82

You are given
Po phrases with a
fragmented last
word. Output only
n the corrected last
word(s).

person”

“Harry Potter’s

CF Generator Wulll reidence is Po*

Generate random set

of 20 two-character
counterfactuals

based in

(n ground truths +
20 counterfactuals)
5 paraphrases

Rank by Frequency,
NLL and normalize

Hogwarts I

Top predictions

Top Predictions

Assoc. Strength
Percentage

Confidence

Percentage

Figure 2: LMP2 probing pipeline for black-box APIs: Ground-
truth values are truncated, combined with random counter-
factual prefixes and paraphrased canaries, then “restored” by
the model. Outputs are calibrated against a generic-subject
baseline and ranked by frequency and NLL to produce top
predictions, association strength, and confidence.

when log-probabilities are unavailable), then normalises evidence
across the top candidates. Confidence captures how concentrated
that evidence is, indicating whether outputs converge on a single
value or remain dispersed.

LMP2 implements this audit method as a browser—-server tool
that keeps user-entered values in the client?, queues requests in
the backend, and returns Results Cards with top predictions and
confidence scores (Figure 1). The interface was refined through two
formative studies (N=10 each, iterative) and is designed for ease
of use and interpretability of outputs. Users enter their full name
and select features to probe. The backend converts user inputs into
fragment-completion queries (two-character prefixes combined
with paraphrased probes) and submits these to the model provider
(Figure 3). Users then receive association strength and confidence
signals aggregated across prompts. In our study, participants were

2User-entered ground-truth values are not retained beyond the session. However, the
provider necessarily receives the submitted names and prefixes, to which participants
explicitly consented.
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Figure 3: System overview of LMP2: Users enter their full
name and selected features, the backend generates prefixes
and counterfactuals, queries the LLM, and aggregates results
into top predictions, association strength, and confidence.

3 Findings from the Ongoing Study

Empirical audit across eight LLMs. We compare three open mod-
els (Qwen3 4B Instruct, Llama 3.1 8B, Ministral 8B Instruct) and
five API-based models (GPT-40, GPT-5, Gemini Flash 2.0, Grok-3,
Cohere Command A) using the same canary paraphrases across 50
properties and two subject sets (Famous and Synthetic).

Distribution of Confidence Across Models and Subject Sets

GPT-do GPT-5 Gemini Flash 2.0 Grok-3

Qwen3 4B Instruct Llama 3.1 8B Ministral 8B Tnstruct

Figure 4: Distribution of confidence across models and sub-
ject sets: Confidence separates famous from synthetic indi-
viduals across models, indicating stable name-conditioned
associations for users with high web presence.

o Subject-set separation. Confidence separates Famous (n=100
public figures with extensive Wikipedia coverage and multiple
ground truths) from Synthetic (n=100 recombined, non-existent
names), indicating stable name-conditioned associations for high
web presence (Figure 4).

e Property type effects. Low-cardinality or name-correlated at-
tributes (sex or gender, native language) show higher precision,
whereas open-class or relational attributes (net worth, steppar-
ent) are weak.

o Sensitive facts for public figures. API models reproduce prop-
erties such as religion, political party membership, and sexual
orientation with precision often above 0.8.
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e High-confidence errors. Models can default to biased guesses
(“ambidextrous” for handedness, “+1” for phone number) with
high confidence. This was most evident for non-existent names,
suggesting a fallback to high-probability defaults when name-
conditioned associations are weak or non-existent. Ministral 8B
Instruct was the only model that instead exhibited a near-uniform
output distribution on the Synthetic set.

o Model differences. Larger API models are significantly more ac-
curate on Famous than smaller open-source ones (Grok-3 f;=0.54,
GPT-5 f;=0.47 vs. Ministral 8B Instruct f;=0.16, Qwen3 4B f;=0.19).

User studies with EU residents. To explore whether name-conditioned

associations also emerge for regular (non-famous) people, we ran
one survey and two tool-based studies with adult EU residents® on
Prolific.

o Interest and concerns. In an initial survey (N=155), 60% ex-
pressed interest in a self-audit tool. Participants were most con-
cerned about the production of their phone number, medical
condition(s), and residence.

e Feature selection in tool use. In two tool-based studies (com-
bined N=303 from 19 EU countries), participants mainly selected
demographic and physical traits. Phone number and medical
condition were chosen by < 3%, suggesting potential hesitance
to probe high sensitivity features.

e Model performance. GPT-40 produced 11 of 50 features with
>60% accuracy, including sex or gender (94.4%), sexual orienta-
tion (82.9%), native language (77.8%), eye colour (74.3%), and hair
colour (74.1%). The average accuracy across all selected features
was 45% (See Appendix, Table 2). Notably, accuracy remained
high even for low-frequency traits (e.g., blue eyes), suggesting
performance is not driven solely by majority-class “guessing”.

e Perceptions and control. 87% of outputs were not viewed as pri-
vacy violations (even when the model predictions were accurate),
yet 72% wanted the option to erase or correct model-generated
information about them.

4 Frictions in Human-Centred LLM Privacy
Auditing

Auditing as socio-technical practice. In HCI, auditing is treated
as a socio-technical practice rather than a purely technical proce-
dure: affected people identify and articulate potential harms, while
organisations (e.g., platforms, regulators, or researchers) provide
tools, procedures, and accountability pathways that support user
sensemaking and investigation [14, 15, 33, 38]. LMP2 contributes
by estimating the strength and stability of name-conditioned as-
sociations and making these signals user-interpretable. One core
friction for human-centred LLM privacy auditing is the translation
gap between technical evaluations and actionable self-audits. Much
of the existing LLM privacy auditing literature isolates specific
risks for technical evaluation. For example, research focuses on (i)
extractability [7, 8, 25, 39, 40], (ii) memorisation [45, 56, 61], (iii) at-
tribute inference [55], (iv) demographic or representational harms
(e.g., stereotyping and bias), or (v) interface-level controls (e.g.,

3In our ongoing study, we focus on EU residents because our legal discussion centres
on the GDPR and associated data subject rights (e.g., access, rectification, and erasure),
which apply within the EU.
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application “memory” settings). Each of these contributions is valu-
able for understanding specific privacy risks and directly informs
self-auditing. However, they mainly assess whether a model can
leak or infer information under a particular test, rather than what
a deployed system reliably associates with a specific person. More-
over, without an explicit link between measurement and remedy
(e.g., contestation, correction, suppression, unlearning, redaction,
product changes, or policy enforcement), audits risk identifying
problems without enabling meaningful intervention.

Ambiguity around audit scope. Because privacy self-audits sit at
the intersection of ML evaluation and interpretability, privacy en-
gineering, human-computer interaction, and law, researchers and
practitioners often bring incompatible expectations about what the
method or tool can establish. In our case, some readers (a) mistook
model-level name associations with application-level memory con-
trols, (b) treated probabilistic inferences about named individuals
as non-privacy-relevant because they are not deterministic disclo-
sures, (c) interpreted our prefix truncation strategy as a privacy-
preserving measure (even though it is a pragmatic black-box adapta-
tion for chat APIs*), or (d) treated a correct output as proof of mem-
orisation. To prevent these misreadings, privacy self-audits should
include a clear audit specification: (a) what “associations” include
(e.g., name-conditioned factual claims, inferred traits, relational
claims, evaluative statements), (b) what the audit can and cannot
certify from outputs alone, (c) what counts as adequate evidence
under probabilistic generation (e.g., stability across prompts/seeds,
baselines, timestamps, model versions), and (d) which accountabil-
ity pathway the evidence is meant to support (e.g., user sensemak-
ing, provider debugging, or legal contestation). When these scope
choices remain implicit, readers and participants fill the gaps with
assumptions imported from adjacent domains.

Study context shapes what is observed. Self-audit studies neces-
sarily rely on voluntary self-disclosure, so observations are con-
strained by what participants choose to test. We found that when
the LMP2 interface shows the full (randomized) set of features
(including non-sensitive ones), participants avoid more sensitive
items, producing under-observation of higher-risk categories. For
example, participants were most concerned about phone number
and medical condition but rarely selected them (< 3%), preferring
low-sensitivity traits such as hair colour. This mirrors challenges in
user-engaged audits, where participation, incentives, and comfort
levels shape what issues can be surfaced [14, 15, 33].

Memorisation, inference, and base-rate guessing are entangled.
Our results contribute to a growing literature documenting that
LLMs can memorise training data [8, 25] and infer traits from cor-
related cues [55]. Some high-cardinality facts about public figures,
such as full dates of birth, are unlikely to be correct by chance (a
DD/MM/YYYY guess is < 1 in 35,000) and suggest these records
being part of the training data. By contrast, low-cardinality traits
for everyday users (sex or gender, native language) can be driven
by priors or name-based cues. In our user study, participants who
believed their national or cultural background could be inferred

4Chat APIs only score their own completions—not arbitrary canary strings—so we
framed it as a fragment-completion task around (A, p, v) with two-character prefixes
and aggregate evidence across paraphrased probes.
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from their name reported substantially higher prediction accuracy
across features (50.3% vs. 28.4%). In LLMs, provenance is hard to
establish because a correct output does not indicate whether the
model (i) memorized a specific record, (ii) inferred the attribute
from contextual cues, (iii) combined indirect identifiers present in
the training data, or (iv) relied on population-level priors. These
mechanisms are indistinguishable from the output alone, creating a
structural tension: what can be established from outputs alone may
be enough to surface model-generated claims about a person, yet
insufficient to support accountability claims. This mismatch reflects
the broader evaluation crisis in LLM research and highlights that
output-based audits cannot rely on model behaviour alone. They
require complementary sources of evidence. In our study, for ex-
ample, we asked participants whether they had previously shared
the relevant information online to contextualise and interpret the
model’s responses.

Indirect identification and name ambiguity. Name-conditioned
probing assumes a name uniquely identifies a person, yet identi-
fication often happens indirectly. Writing style, occupation cues,
or location hints can lead models to attach attributes even when
a name is common, extending audits beyond name-only measure-
ments [55]. Many people also share names or resemble well-known
individuals, which can pull in biased associations or famous-name
defaults. Disambiguating requires context (e.g., “Jane Doe from
Stuttgart”), but more context can itself introduce bias or steer the
model toward stereotypes [17]. Individual-level privacy audits there-
fore face a trade-off between specificity and bias that user interfaces
must make explicit.

Multiple ground truths and temporal drift. Many personal at-
tributes are multi-valued (e.g., employers, residences, languages
spoken) and change over time, so there may be multiple simulta-
neously true values or older facts that no longer apply. LMP2’s
distributional outputs can make co-existing values and temporal
ambiguity visible in the audit, but it remains unclear which values
are most likely to surface under different conversational contexts.
More broadly, it is largely unclear how LLMs distinguish more
recent from outdated facts [35, 59], and factual belief updating
remains an open problem [23]. Critically, multiplicity does not re-
duce the harm of information surfacing tied to an identity because
inaccurate or false inferences are problematic too when publicly
attached to a person [18, 24, 42]. In doing so, the model creates and
repeats a particular “reality” about a named person, whether or not
it stems from a single memorized record. Consistency affects how
these risks manifest, but inconsistency does not eliminate them,
instead it (again) highlights the probabilistic, unreliable nature of
LLM evaluation.

Beyond normatively factual attributes. So far, our probe set em-
phasises normatively factual, discrete, and easily verifiable attributes
(e.g., eye color, date of birth). Yet privacy law and HCI research
emphasise that personal data extends beyond such attributes to
inferred profiles, contextual and relational data, and subjective or
evaluative statements whose status and sensitivity vary by context
and culture [3, 11, 18, 24, 41, 44, 47, 52]. In this broader space, facts
can be ambiguous or contested, and even nested evaluations like
“Anna’s father was a good cook” blend relational information with
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reputational judgment, complicating what counts as personal data
and what ground truth should be used for auditing.

Language and script coverage. Our probes and matching logic
are English-only and use Latin script, which limits the validity of
the audit for many users. Prior work documents that NLP research
and evaluation are heavily skewed toward a small set of (often
high-resource) languages, questioning language-agnostic behaviour
[4, 26]. Moreover, what constitutes a “sensitive attribute” and what
counts as harmful “bias” are context-dependent and normative, and
may not transfer cleanly across linguistic and cultural settings [5,
53]. Name cues are likewise socially interpreted and their perceived
signals vary across countries and groups, making English/Latin-
script proxies especially brittle [19, 21]. Finally, our observations
about biased “guesses” for non-existent people would likely differ
under non-Latin scripts because (a) this would itself provide an
indirect identifier, and (b) tokenisation and representation quality
vary substantially across languages and scripts in multilingual and
commercial LLMs [49, 54].

Deployed systems complicate evidence and actionability. Deployed
LLM applications increasingly use tool-augmented setups (e.g., web
lookup, retrieval, agentic pipelines), which blend model behav-
ior with shifting external sources [6, 57]. This makes attribution
opaque, because the same prompt can lead to different outputs that
depend on retrieval and ranking, so audit evidence is never a stable
record and always time-bound. At the same time, subsequent legal
and organisational steps often expect deterministic proof of what
a system “knows” [11, 18, 24, 47]. For human-centred audits, this
shifts the design goal from “verifying a fact” to producing an evi-
dence package that supports contestation and remediation despite
uncertainty. This is why future auditing interfaces should com-
municate stability across elicitation choices, such as paraphrases,
seeds, and hyperparameters, compare outputs to multiple generic
baselines, label whether a value is likely direct, indirect, inferred, or
“guessed”, handle multi-word and format-constrained values, and
export metadata, such as prompts, model, version, timestamps, and
call counts.

5 Conclusion

We report interim findings from an ongoing empirical study and in-
troduce LMP2, a browser-based tool that surfaces name-conditioned
associations through paraphrase aggregation in black-box LLMs.
Across eight models, we showed that LLMs can reliably reproduce
multiple attributes about public figures, but most models confi-
dently default to priors for non-existent people. In user studies
with EU residents, GPT-40 predicts 11 of 50 personal features with
>60% accuracy, and participants overwhelmingly report wanting
the ability to correct or erase model-generated associations.

Our findings expose a central challenge in human-centred pri-
vacy auditing: output-based audits establish associations, not prove-
nance. A correct prediction may result from memorisation, infer-
ence, indirect identification, or population-level priors, and these
mechanisms cannot be distinguished from the output alone. Yet the
harm often lies in attaching a claim (accurate or not) to a named
person. This distinction between association and provenance is
essential for interpreting audit results and assessing their relevance
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under legal frameworks, such as the GDPR. We also identify struc-
tural frictions that limit actionable self-audits: (a) evidence is sensi-
tive to elicitation and model versions, (b) names are ambiguous and
attributes are often multi-valued or time-varying, and (c) deployed
systems further make attribution opaque. These challenges situate
privacy self-auditing within a broader generative Al evaluation cri-
sis, where probabilistic, context-dependent outputs are in conflict
with expectations of determinism and proof.

To advance reliable and actionable audits, future work should
make their scope explicit: (1) define what counts as an association,
(2) what the audit can certify, and (3) which level of accountability
the evidence supports. Audit interfaces should (4) communicate
stability across prompts and baselines and (5) export time-stamped
traces. Taken together, human-centred LLM privacy auditing is
therefore not only a measurement problem, but a socio-technical
design challenge.
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A Additional Tables and Figures

Staufer et al.

Model

Top 5 (i precision)

Bottom 5 (i precision)

GPT-40
(Top p = 0.92, ¢ = 0.009
Bottom p = 0.09, 0 = 0.011)

sex or gender, eye color, native language, date of
baptism, country of citizenship

net worth, website account on, stepparent,
handedness, phone number

GPT-5
(Top p =0.93, 0 = 0.010
Bottom p = 0.12, 0 = 0.121)

sex or gender, date of baptism, native language,
sexual orientation, languages spoken

net worth, website account on, stepparent,
godparent, named after

Gemini Flash 2.0
(Top pt = 0.90, o = 0.011
Bottom p = 0.06, 0 = 0.011)

date of baptism, date of birth, native language,
phone number, country of citizenship

net worth, website account on, facial hair,
honorific suffix, award received

Grok-3
(Top p1 = 0.94, 0 = 0.011
Bottom y = 0.05, 0 = 0.013)

sex or gender, handedness, date of baptism,
phone number, native language

net worth, website account on, mass, honorific
suffix, award received

Cohere Command A
(Top pt = 0.93, o = 0.001
Bottom p = 0.04, o = 0.013)

sex or gender, native language, date of birth,
country of citizenship, phone number

mass, net worth, website account on, honorific
suffix, facial hair

Qwen3 4B Instruct
(Top pt =0.71, 0 = 0.015
Bottom p = 0.000, o = 0.009)

native language, date of birth, languages spoken,
eye color, country of citizenship

number of children, number of victims of killer,
phone number, stepparent, website account on

Llama 3.1 8B
(Top p = 0.87, 0 = 0.010
Bottom y = 0.00, o = 0.005)

sex or gender, date of birth, date of baptism,
country of citizenship, native language

height, mass, number of children, number of
victims of killer, phone number

Ministral 8B Instruct
(Top pt =0.79, 0 = 0.012
Bottom p = 0.00, o = 0.013)

date of birth, date of baptism, country of
citizenship, native language, languages spoken

blood type, facial hair, height, honorific suffix,
phone number

Table 1: Empirical evaluation (Famous dataset). Top-5 and bottom-5 properties per model, ordered by mean precision. High-
precision properties are dominated by low-cardinality demographic and geographic facts (e.g., sex or gender, date of birth,
native language), while low-precision properties include open-ended or relational attributes (e.g., net worth, website account on,
stepparent). Bolded features appear in the Top-5 precision list for some models and in the Bottom-5 list for others. Underlined
features appear in the Top- or Bottom-5 precision lists for only a single model (e.g., godparent, which only appears for GPT-5).

GPT-40 GPT-5 Gemini Flash 2.0 Grok-3

000 025 050 075 100000 025

Qwen3 4B Instruct

050 075 100000 025

Llama 3.1 8B

050 075 100000 025

Ministral 8B Instruct

050 075 100

Recall

Cohere Command A

0.00 0

25 050 0

75 100000 025 050 075 L000.00 025 050 075 100000 025 050 075 100

Precision

Figure 5: Empirical evaluation (Famous dataset). Precision vs. recall across models. Larger API-based models show stable
coupling between precision and recall, while smaller models exhibit recall collapses despite moderate precision.
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Feature Category Feature % Chosen (N) % Correct (N) % Online (N) % Violation (N)
Demographics sex or gender 34.65% (105) 94.39% (101) 86.92% (93) 2.8% (3)
High Sensitivity number of people killed 2.64% (8) 87.5% (7) 0% (0) 0% (0)
Demographics sexual orientation 20.13% (61) 83.61% (51) 44.26% (27) 9.84% (6)
Origins and Geography native language 18.48% (56) 76.79% (43) 66.07% (37) 1.79% (1)
Physical eye color 17.82% (54) 72.22% (39) 33.33% (18) 1.85% (1)
Physical hair color 14.19% (43) 72.09% (31) 65.12% (28) 0% (0)
Physical facial hair 4.62% (14) 71.43% (10) 50% (7) 7.14% (1)
Interests and Events awards received 0.99% (3) 66.67% (2) 66.67% (2) 0% (0)
Origins and Geography languages spoken 9.9% (30) 63.33% (19) 73.33% (22) 0% (0)
Origins and Geography country of citizenship 9.24% (28) 62.07% (18) 62.07% (18) 3.45% (1)
Professional Life educated at 3.3% (10) 60% (6) 50% (5) 10% (1)
Professional Life website account on 0.66% (2) 50% (1) 100% (2) 0% (0)
Family number of children 6.93% (21) 47.62% (10) 9.52% (2) 9.52% (2)
Demographics religion or worldview 10.56% (32) 42.42% (14) 18.18% (6) 0% (0)
High Sensitivity blood type 4.95% (15) 40% (6) 20% (3) 6.67% (1)
Names and Titles pseudonym 1.65% (5) 40% (2) 60% (3) 40% (2)
Origins and Geography permanent residence 1.65% (5) 40% (2) 80% (4) 0% (0)
Origins and Geography place of birth 12.87% (39) 38.46% (15) 33.33% (13) 5.13% (2)
High Sensitivity convictions 0.99% (3) 33.33% (1) 33.33% (1) 0% (0)
Origins and Geography residence 7.92% (24) 29.17% (7) 58.33% (14) 4.17% (1)
Professional Life academic major 2.31% (7) 28.57% (2) 71.43% (5) 14.29% (1)
Family named after 2.31% (7) 25% (2) 25% (2) 0% (0)
Family unmarried partner’s name  0.99% (3) 25% (1) 50% (2) 0% (0)
Physical your weight 13.53% (41) 24.39% (10) 9.76% (4) 9.76% (4)
Demographics political ideology 4.95% (15) 18.75% (3) 31.25% (5) 0% (0)
Professional Life academic degree 7.59% (23) 17.39% (4) 86.96% (20) 4.35% (1)
Family child’s name 1.98% (6) 16.67% (1) 16.67% (1) 16.67% (1)
Family spouse’s name 1.98% (6) 16.67% (1) 66.67% (4) 0% (0)
Origins and Geography work location 4.29% (13) 15.38% (2) 53.85% (7) 0% (0)
Professional Life employer 2.31% (7) 14.29% (1) 57.14% (4) 0% (0)
Interests and Events supported sports team 5.94% (18) 11.11% (2) 38.89% (7) 0% (0)
Family mother’s name 3.3% (10) 10% (1) 10% (1) 0% (0)
Professional Life occupation 9.9% (30) 6.67% (2) 83.33% (25) 0% (0)
Professional Life field of work 4.95% (15) 6.67% (1) 73.33% (11) 6.67% (1)
Physical handedness 5.61% (17) 5.88% (1) 0% (0) 0% (0)
Demographics date of birth 14.52% (44) 4.44% (2) 48.89% (22) 2.22% (1)
Physical height 15.51% (47) 0% (0) 19.15% (9) 2.13% (1)
Family sibling’s name 3.3% (10) 0% (0) 30% (3) 0% (0)
High Sensitivity medical condition 2.97% (9) 0% (0) 33.33% (3) 11.11% (1)
Family father’s name 2.64% (8) 0% (0) 12.5% (1) 0% (0)
High Sensitivity phone number 1.32% (4) 0% (0) 50% (2) 0% (0)
Demographics net worth 0.99% (3) 0% (0) 0% (0) 0% (0)
Family godparent’s name 0.99% (3) 0% (0) 0% (0) 0% (0)
Demographics political party membership 0.66% (2) 0% (0) 50% (1) 0% (0)
High Sensitivity place of detention 0.33% (1) 0% (0) 0% (0) 0% (0)
Interests and Events date of baptism 0.33% (1) 0% (0) 0% (0) 0% (0)
Names and Titles alternative names 0.33% (1) 0% (0) 0% (0) 0% (0)

Family
Interests and Events
Names and Titles

stepparent’s name
record held
honorific suffix

Table 2: Empirical evaluation (user study and GPT-40). Feature selection, correctness, online availability, and privacy violation
percentages. Table shows how often participants selected specific features, the proportion of correct model predictions, the
proportion of features with online presence, and cases of reported privacy violation.
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